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How Polish Mathematicians

Deciphered the Enigma

MARIAN REJEWSKI

The paper gives a personal view of work in the Polish Cipher Bureau Fom
1932 to 1939 as mathematicians worked to decipher the codes of the
military version of the Enigma. The author, who was a participant. relates
details of the device and the successes and frustrationsinvolved in the
work. He also describes mathematical principles that enabled him and his
colleagues to break successive versions of the Enigma code and to
construct technical devices (cyclometers and "bombs'’) that facilitated
decipherment of Enigma-coded messages.
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; Introduction

At the end of 1927, or possibly at the begi nning o
1928, a parcel containing radio equipment, according
- to the declaration, arrived fram Germany at the cus-
- toms house in Vdr saw Because the parcel had been
- sant erroneoudly in place of other equipment, arep
- reentative of a German firm very insistently de-
- manded the return o the parcel to the German
- government before it was cleared through customs.
- HIs demands wereso urgent that they awakened the
- sugpicionsd the customs officers, who informed the
- Cipher Bureau of the Second Department o the Gen-
~ erd Staff, an ingtitution interested in every kind o
| innovation in the area d radio equipment. Since it
- heppened to be Saturday afternoon, the employees
- delegated by the bureau had timeto study the matter
- at leisure. The box was carefully opened, and it was
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determined that indeed it did not contain radio equip-
ment; it containeda cipher machine. Themachinewas
thoroughly examined, and then the box was carefully
refastened.

Youcanessily surm se thatt hi s cipher machinevas
the Enigma--clearly the commercid verson—be
cause at that time the military version was not in use
at dl. The episode had no immediate significance,
being smply the time the Cipher Bureau became
interestedinthe Eni gn& machineand manifested that
interest by the completely lega purchase of another
unit of the commercia machine.

When the first machine-enciphered' messages ap-
peared on the air on July 15, 1928, transmitted by a
Qerman military station, Polish radio telegraphers
working at monitoring stations began to pick up the
transmissions. Polish eryptologists in the German sec-
tionvof the Cipher Bureau received-orders to undertake
an attempt to decipher them. But the effort was
unsuccessful and after a time was terminated. Very
minute traces o that work were left in the form of
several sheets of paper densely filled with writing; the
cominercial version of the Enigma machine also was
available.

Editpr’s. Note. We would liketo thank Jean Stepenskefor.
translating this article from the Polish. We 'alsowant to
thank Zbigniewbsgqueni'éxidfwmd}shw M. Turski for -
. obtaiming , ..o . : )
tran;lation: earegateﬁlifﬁ%:;%ﬁg ?e‘nenen f"(')‘g&lfﬁ:lilrg
bibliggraphic data. )
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But the Cipher Bureau, whose chief at that time
was Magjor F. Pokorny (relatedto the famous eryptol-
ogist O the Austrian army during World Var |, Cap-
tain Herman Pokorny), did not give up. At the end of
1928, a coursein cryptology was set up in Poznan for
studentswho were completingtheir course of study in
mathematicsand were fluent in German. When the
course ended, a temporary branch o the Cipher
Bureau was formed in Poznai for some d the partic-
ipants. Findly, on September 1, 1932, three math
graduatesemployed i n the agency were hired for per-
manent work at the Cipher Bureauin Warsaw, located
on Saski Square in the General St Building, which
isno longer standing.

There we three (Jerzy Rozycki, Henr yk Zygdski,
and Marian Rejewski) received as our first indepen-

Marian Regewski was born on August 16,1905, in
Bydgoszcz, Poland, where he graduated from
secondary school in 1923, He studied mathematics
at the University of Poznar and after receivingthe
degree of Master of Philosophyin 1929 he spent a
year in Géttingen specializingin the mathematics of
insurance underwriting.From September 1936 to
September 1932 he was a lecturer at the I nstitute of
Mathematicsat the University of Poznari. At the
same timehe worked at the Poznari branch of the
Pol i sh Cipher Bureau (thecipher bureau of the
General Staffdf the Polish army). He was
transferred fromthat office to Warsaw where the .
eventsrelated in thisarticle took place. After the -
war, Rejewski returned to Poland. For the next
twenty years, untif heretiredin February 1967, he,
worked in Bydgoszez asa clerk in variousfirms. He
diedin Warsaw on February 13, 1980.

S

dent assignment the task of solving a code o the
German navy. To da’this, knowledge d the German
language was very hdpful. Bat, as | will try to meke
clear later, knowledge d the language vwas not as
usefu as familiarity wth mathematics. Thegreat con
tributiond Mgor Pokorny, and d so o hissuccessors
Lieutenant Colonel Karol G. Langer and CaptainMak-
symilian Ciezki, isthat considerably earliert han their
counterpartsin other cipher bureausthey understood
the usefulness of requiring cryptologists to be mathe
nati cs graduatesaswell as to know | anguages.

Here | will introduce another person, whom | will
mention again, who played an absolutely exceptiond
role in bresking the Eni gna cipher: Generad Gustav
Bertrand d the French army, who died in 1976. In
1932 (at the rank o captain),as leader o the French
intelligence section D, he procured and ddivered to
the Polish Cipher Bureau intelligence nateria's of
tremendous significance; after that he repeatedly in
fluenced the fate o the Polish cryptologists in asub-
stantial way and eventually made their decisive role
in breaking the Enigma cipher known to the world
{Bertrand 1973).

It isnot my purpose to describe the commercid or
military machinein detail; | will briefly present o'y
what is needed for the understanding d subsequent
arguments. The machine (Figure 1) had the Sze and
appearance d a portable typewriter, with 26 keys
labeled with the lettersd the Latin alphabet, but in
place o typebars it had a platform with 26 eectric
lamps (the kind used in flashlights) labeled with the
same letters as the keyboard. A battery provided
electric current.

Themostimportantparts o themachinewerethree
rotating coaxia enciphering dr uns I, I, and I that
could be mutually transposed (inFi guresland 4these
drums are in the positionsdenoted by the lettersL,
M, and N) as wel asafourthdr umknown asreflecting
drum R (immovablein the military maching). A ring
vith the 26 letters d the alphabet engraved on the
circumferencewas fixed to each enciphering drum, as
illustrated in Figures2 and 3 The letter postioned at
the top could beseen through a small window located
in the metal cover d the machine. The ring could be
rotated Wt h respect to the rest of the drum

The central part of each drum was an ebonite disk.
Twenty& dationary contacts were positioned con
centrically along one- side of the ring (visible on the
right side d Figure 3) and connected irregularly by
insulated wires to the 26: spring contacts:locatéd on.
the other Sde, also positioned concentrically (visble
on theleft Sde of Figure 3). The reflecting drum had
26 spring CONtacts on one side only; they were inter-
connected in an irregular fash on' '
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When a key is pressed on the machine, enciphering
drum N (that is, the drum at the rightmoest postion
) turns 1/26th of the circumference. Current from
the depressed key flowsthrough the threeenciphering
drums, throughth e reflectingdr umagainthrough the
enciphering dr uns, and lightsoneof thelamps (Figure
4). When key u, for example, is depressed, a lamp
labded with another letter lights (differingfrom the
depressad | etter; in Hgure4 thisistheletter d) ; at the
next depresson o the same key u, one gets—as a
result d the rotations of the drums performed in the
meantime—a different enciphered letter, usually a
different lampli gits.

Inthi s way, whenaseries o lettersdf unenciphered
text (called plaintext) is keyed, the letters o the
successvey lighted lamps constitute the ciphertext.
Convardy, when aseriesd cipher lettersiskeyed in
the same way, the sequenced lighted lamps génerates
plaintext. In dther words, under each aprangement of
the drums, the actual cipher permutation isan inve-
[ution, equivalent to the product of 13 transpaesitions.

)
- - [t
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Figure 1. Gnerd view o themilitary Enigma.
Woden outsde cover
Metal lid covering drums and lamps
O, Windows in the metal lid for wewmgthe
cor respondi ng to each lampis on the w nd
O, Windowsfar viewing letters on movablerings
Drums , H)

(the letter

Lever fastening drums
Lamps

Keyboard

Plug-type switchboard

Clearly, the number o enciphering drumswith dif-
ferent interconnectionsis

26! = 403,291,461,126,605,635,584,000,000

and the number o different reflecting dr uns is

2O = 7,905,853,580,025

. 2P.137 13

Therefore, the factory naki ng these Enigmas could
provide each | ot of machines that a customer ordered
with different drum connections. Thisis particularly .
relevant for the drums of military machines, which
obvioudy must have different conriections from the
drurns of any commiercial nachi re. Every setof druims
for military- machmes (numbering an. estimated
100,000 to 200,000 du.rmg wartime) had thesame con-
nections,. so cryptographers from any xmhtary tmit
copuld communicate with any other unis, asmlong as .
th;en' machines were Set to the same key.
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Figure 2. Enciphering drums (see Figures 1 and 4)

The key—the starting pogtion for the dr uns- - was
asecond secret d the military Enigmaapart from the
interconnectionsd’ the drums. Eachencipheringdrum
can be set 26 different ways therefore, three drums
can beset 20 = 17,576 ways Since asegquenced three
druns on a shaft can again be arranged in six ways
the settingsand ordering o thedr uns together result
in6 . 26° = 105456 posshilities. That number seemed
too low to the specidists from the German Cipher
Bureau, so they added something in the nature d a
telephone switchboard to the military verson of the
machine. Thi s madeit possibletointerchangesix pairs
d lettersfredy, which created an additional

———26! = 100,391,791,500
P.61-148 T

new posshilities. So now the Germans figured that
even if the enemy captured an actua military ma
chine, perhapsas aresult of military operations, with-
out knowing the key they would be unable to deci pher
any messages. | will try to demondrate that- the
Germans were mistaken in thisview.

The collection o settings imposed on crypto-
graphers—the settings of the drums, their ordering,
sdected switchboard connections, and certain other
settings, which | will not di scuss for the time being—
wascaled the daily ey (adthoughseverd elementsd
that key were changed more frequently than every 24
hours, especidly during the last phase d the war;
otherswere changed lessfrequently, particularly dur-
ing the initia period d the machings 9. Cryptog-
raphersreceived the daily key in theform of aprinted
tablefor a period d an entire month.

Thi s is not the last o the secretsd the military
Enigma. Encipheringall méseages on agiven day with

thesame pogtion of the drums would be tantamount

_ Iﬁﬁré -

to exposing thosé messages, since the first Jétters of all
messages would then form aletter-for-letter substitu-
tion—that is a very dementary ciphertext, easlly -
solved when havi ng enough materials; the second let-
tersof all messagea would determine another substi-
tution, and o on. These are not mersly theoretical
considerations In France in 1940 we sol ved a SVss
cipher machine of the Eni gna type exaetly in this
way. Because d this, selection df the setting o the
drums at which encipherment of a given nessage
began was |€eft to the discretion of the German enci-
pherer, who hadto conmoni cat e that initial settingto
his deciphering colleague so that the latter vaud
know how to set the drums in order to read the
message. This r equi r ed sendi ng threeletters (theGer-
nans bdieved they should be enciphered), and be-
cause radio did not always ensure good reception, the
letters had to be sent twice, enciphered each time;
thussix letters were inserted at the begi nni ng o the
given message. These three |etters, freely chosen by
the cryptographer, were called the nessage key, as
distinctfranthedaily key, and they constituted the
third secret d the military cipher Eni gna.

MessageKeys

In the autumn of 1932 I was separated from my colleagues
up to that time, Rézycki and Zygalski; I was assigned my
own cubicle in the building of the General ST and vas
instructed tO resume the study of the Eni gna that hed
been abandoned by my predecessors.

Today, after the passing d amogt half a century, |
nolonger remember whether at that time | understood
the differences in the structure of the military and
commercid Bl gnas. It islikely that | received this
informationsomewhatlater, but in any case it wasnot
useful to me in the initial stage d nmy work. The
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Figure 4. Diagram of the flow of current in the military
Enigma.

bebenki = drums

lampki = lamps

klawisze = keyboard

lacznica Wtyczkowa= plugboard

commercid machine we had purchased, as wdl as
dozensdf messages enciphered each day on the mili-
tary Enigma, was placed at my disposd.

The fact that the first six letters of each message
formed its three-letter key, twice enciphered, was ob-
vious, and I will not dwell on the matter. But what
else could be done? I will show how 1 proceeded at
that time, and then I will try to justify my procedure.

I wrote down separately the first six letters of all
messages from a given day—that is, their keys tw:ce
enciphered. Every key that had the same first letter
also obvicusly had the same fourth letter. The sarne
can be said about the second and fifth and the thini
and sixth.

‘1 'selected a key arbitrarily and wrote its ﬁrst ﬁnd
fourth letters side by side. Then I looked for a key

“having the fourth letter of the previous key as lts first

- letter. I wrote the fourth letter of this kéy bes;de t.he o
fourth letter of the previous key. Proceeding ufthxs .

M. Raewski - Pdish Enigma Wak

way, after a certainnumber of st eps | encounteredthe

first letter that | had written. The second time | did
not copy thisrepeated letter, but enclosed the letters
| had already written in parentheses. An example will
illustrate my procedure moreclearly. Let

dmgq vbn
buy
puc fmg

be three somewhat artificially chosen enciphered keys
d messages on a given day. For greater clarity |
divided each key in hdf so that thefirst threeletters
were the key under the first encipherment and the
next threel etterswerethesecond encipherment. Then
| took the letter d from the first message and wrote
the fourth, v, besideit. Next to it | wrote the fourth
letter o the message starting with v (that is, p) and
thefourth letter o the message starting with p. | got

dvpf

From the keysd subsequent nassages it would turn
out that awhole cycled letters would emerge

dupfkxgzyo

From the remaining keys other cycles would emerge.
In this vay the aggregate of cyclesformed franthe
first and fourthletters could beseenas inthefollowing
example:

AD = (dupfkxgzyo)(eiimunglht)(be)(rw)(a)(s)

| labeled the aggregate o cyclesAD to dgnify that
it aroseframthefirst and fourthlettersof the nessage
keys of the given day. | proceeded in a similar way
withthesecond and fifth aswdl asthethird and sixth

lettersd the keysand came up with a representation
like. the following: -

= (dupfkxgzyo) eifmunglht)(be)(rw){a)(s)

BE (blfqveoum) (hjpswzzrn) (axt) (cgy) (d) (k)

CF

Thls su-ucture is most charactenstxc and although -
the Yepresentdtion of such a structure was different
ed¢hrday, one trait was always the-same: in each line
thgcycles of the same length always appeared in pa.u‘s

(abvlkt]gfcqny) (duzrehlxwpsmo)

el 3", July 1961
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How can one explain the origin of the characteristic
structure? If | wereto presseach key in successonin
such away that the positiond theencipheringdr uns
did not denge—by keeping one key depressed, for
example—then different lamps would light contin-
udly. In this way a certain permutationd theletters
would appear. Under a different setting o the druras,
the permutation would clearly be different, but the
reflecting drum would cause d| permutations to be
composed exdusively o the transpositions. For ex-
ample, if striking key t would cause lamp z to light,
then striking key z under the same setting o the
dr ums would causelamp ¢ tolight. (Intheintroduction
I mentioned that plaintext yieds ciphertext, and ci-
phertext yieldsplaintext.) '

One can easly veify that if theSx successive per-
mutations arising from enciphering the message keys
twice are denoted by the letters A to F, the products
d the permutationsAD, BE, and CF will beidentica
to the expressions congtituting the characteristic of
the given day, therebyj usti fyi ng this notation.

Yes, but why in these expressonsdo cyclesdf the
samelength dwaysappear in pairs? That also can be
explained easily by proving the following theorem:

If twopermutationsX and Y o thesamedegree
consist exclusvely of disjeint transpositions, then
the number o digoint cycdesoft he samelengthin
theproduct XY is even.

One can d so prove thefadlowing converse theorem:

If in some permutation (of an even degree)
differentcydesd the same |ength appear in
pairs, that permutation can be considered as the
product XY of auo permutations X and Y, each of
them being formed by digoint transpositions only.

A smple proof of these theoremsis lengthy and will
not be given. The fallowing also can be shown:

1 Lettersbelonging to one and the same
transposition of permutation X or Y adways
belong tot wo different cycdesdf the same
permutation XY.

2 YA oF permudation X Belo "’”es“kehﬁf“e
transposition, their neighboringletters (oneon

the right, the Other On the left) also belong to
the same transposition.

An appropriateinterpretation d thesefacts implies
that it is sufficientto know the practices of eryptog:-
raphers in order to reconstruct all message keys com:

pletely. As an example, cryptographersare inclined to
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choose three identica letters such.as aaa, bbb, and
the like as message keys Let us examinethe charac-
teristic shown earlier (Equationl).Becausetheletters:
a and sform one-letter cyclesin the product AD, if
the key aaa is to be found among the message keys,
the encipherment o the first |etter has to be s. Sup-
pose that among the enciphered message keys of a
given day there were three keys beginning with the
letter s

sug smf
gmspo
syx scw

The enciphered key sug snf could not come from
the letters aaa, since the second letter » isfoundin
the nineletter cyde d the product BE, while a is
found in the three-letter cycde o the same product.
Similarly, the enciphered key §m spo could not come
fromthe letters aaa, sincetheletter jisasofoundin
the nine-letter cyde. The enciphered key syx sew
could resultfrantheletters aaa, however, sinces and
aarefound in two one-letter cydesd product AD, y -
and a bdong to two different three-letter cydes o
product BE, while x and a bdong to two different
thirteen-letter cyclesdf product CF.

The fact that the enciphered key syx scw redly
denotesthe lettersaaa under encipherment vas con
firmed by the fact that with this very assumptiona
great many other enciphered keyscould be deciphered
as segquences bbb and ece.

Thus, one o the isteries o the Enigma cipher,
the secret o the messagekey, wassolved. It isinter-
eding that knowledge d neither the postionsd the
drums nor thedally keys— in other words, nonecdf the
remaining secretsd the Eni gna dpher—was needed
to attain thisresult. A sufficient number o messages
from the sameday were needed, around 60 specimens,
for the characteristic structure AD, BE, CF to be
established.

Beddes this, a good knowledge o the practlce d
cryptographers regarding the sdection d a message
key was necessary. \When | first assumed that,there
would be many keys of the SOrt aaa; bbb, etc., it was
only a hypothesis that luckily turned out to betrue
The changing tastes of cryptographers were yery care-.

followed, and other predilections were uncovered.
%r example, when the use o three identical letters
was forbiddeh, the cryptographers started avéiding
even double: repetitions of a given letter. That trait
also was enough to determinewhat the meSsage- keys-
werebefore encipherment. e T e
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These and severd S rila methods were developed.
It is wdl known that ‘a human being gifted vith
- constiousnessand memory does not have the ability
toimitate chancein a faultless manner. Anong other
things, it isthe task of a eryptologist to uncover and

suitably makeuse o these deviationsfrom chance.

“Interconnections of the Drums

It would have been better for the Germans if the
message keyshad not been enciphered at all because
encipherment, as we haveseen, not only did not guard
agang exposure but in addition supplied a bonusin
theform of six successve permutations, A to F. As |
- will demonstrate, knowing them brought me closer to
-finding the dr umconnectionsdof the military Eni gna.
- First, | must describewhat goeson inside themachine
interms d operationson permutations. | denoted by

| theletter Sthe permutation produced by the switch-
boad by the letters L, M, and N permutations from

the three enciphering drums, labeling them from left
‘  to right, and by the letter R permutations from the
reflectmg drum. Another drum should be mentioned:
theinitia drum, which vas stationary and constituted
L atransition from the switchboard to drum N; | de-
- noted this drumby the letter H. The path o the
i current could then be expressedin the following way:

f» SHNMLRL™ M~'H"'S™

i Because drum N rotated by 1/26th of itS circumfer-
enewith each strokeof a key, | had to introduce still
another specia permutation that would take this ro-
tation i Mo account. This permutation, which | Wl
. dwaysdenoteby theletter P, changed eachletter into
athenextletterlnthealphabet atob, btogc,...,2zt0
- a PermutationsA through F could now be repre-
sented interms d thefollowing equations:

A = SHPNP'MLRL'M™'PN~'PT'H"'S™
B = SHP’NP*MLRL'M™'P’N~'P*H~'S™*

F =SHP°NP*MLRL'M'P°N-'P*H™'S™ -

- In writing these equations, 1 assumed:that onlj the
' drum on the right, N, revolved, while dfums L and M
- did not turn at all during the six successive keystrokes.

' This assumption is correct in 21 out of26 cases on the
‘j average, wl‘uch is suﬁic:ent to justify’ it. In such acase

M. Rgewnski + Rdish Enigma Wak

the expresson MLRL™'M™ is repeated in dl 'the
preceding equations and can be replaced temporarily
by the letter Q, which denotesa fictitiousreflecting

drum o

Q= MLRL™'M"! (2)

This allows our set of equations to be smplified
significantly.
A = SHPNP'QPN~'P'H™'S™!
B =SHP®NP QPN 'P*H'S™!

F = SHPE NP *QP°N'P*H'S™’ @)

The actual problem lay in solving the above set of
six equations with four unknown permutations S, H,
N, and Q Redizing the difficulty of the problem, |
first tried 1O reduce the number o unknowns.Sincein
the commercial machine the connectionsd theinitia
drum had theform

H= quertzuioasdfghjkpyxcvbnml
\ abedefghijklmnopgrstuvwxyz

(wheretheupperlined the permutation H represents
the aphabet as given on the machines keyboard), |
originally assumed that permutationH had the same
form on the military machine, because on both the
commercia and military machinestheletterswerein
thesame order on the keyboard. | finally realized that
this hypothesis was incorrect and had led to much
needless work and considerablelossd time—so much
that thestudy of the Enigmawvas amost discontinued
once again. Thus, an unusua event had taken place
here: the Cipher Bureau's purchase o a commercid
ma¢hine withtheintentionof smplifyingthebreaking -
of themilitary Enigma cipher actually greatly impeded
thetask

For the time being, however, | assumed that per-
mutation Hwas known. So | had aset of Sxequations -
in three unknowns S, N, and @. While I puzzled over
how.to solve that set of equations; on Décember 9;°
1932 ‘completely unexpectedly and at the most oppor-
tune moment, a photocopy of two tables of dally keys :
for' September and October 1932 wais delivered t6 me.

Now the situation changed radieally. Since the table - -
of keysalgo included a daily change in the connections’
of {"e amtchboard I could conmder permutatmn Sas
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given and transfer it, in the same way as the known
permutation H, totheleftsde d theset d equations,
which would takeon the following form:
H™'S™'ASH = PNP™'QPN~'P™!
H'S™'BSH = P’NP*QP*N'P*

H'S'FSH = P°NP°QP°N'P~*

In thisset d equations, dl permutations on theleft
side are completely known, and on the right side only
permutations Nand Q are unknown. \We again trans-
form both sides d the first equation by the internal
automorphism determined by P, the second equation
by P? etc., and to be concise we denote the | eft Sides
by theletters U through Z.

U=P'H'ST'ASHP = NPT'QPN™*
P?H"'ST'BSHP? = NP’QP°N™"

Z = P-*H"'S"'FSHP® = NP °QP°N"!
In addition, we will form new productsby multiply-
i ng consecutivepairs d these equations.
UV =NP{QP'QP)PN™!
VW = NP-3(QP~'QP)P’N™!

YZ = NP~(QP'QP)P*N

from which, by diminating the common expression
QP"'gP, we get the set o four equations with only
thesingle unknown NPN!,

VW = NP-'N-{UV)NPN"!

WX = NP-'N-(VW)NPN™!
XY = NP-'N"(WX)NPN-!
YZ = NP'N-YXY)NPN"

We see that the expresson VW istransformed from
theexpression W by theuse d permutation NPN
Writing VW under W i nall possible ways—and there
are dozens of such ways—we get dozens of po&s.lb]e
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solutionsfor the expresson NPN ™. Similarly, WX is
transformed from VW by using the same expresson
NPN™, Therefore, writing WX under VW we again
get dozens o possible solutions for the expresson
NPN™' One d thesesolutions has to beidentica to
one d those previoudy obtained. That one is our
desired NPN, Thelast two equationsin XY and YZ
are aready superfluous.

The rest isstraightforward. It is sufficient to write
the known permutationPindl 26 possible waysbdow
the expression that was obtained for NPN~! in order
toobtain 26 variantsfor connectionsd drum N. Which
d these variantswe choose does not have grest si g-
ni fi cance for the time being, sincethe choiced onear
the other variants denotes only a greater or lesser
rotationd thefixed-contactsiderel ativeto thespring-
contactsideindrum N. Thefinal determinationd the
actud rotationy can takeplace only later.

Thi s ishow the problem looked in theory, In prac-
tice das, it was different. From the aboveformulasit
appearsthat the products W, VW, WX, XY, YZ dl
ought to besinilar to each other. But that was not
the case, and consequently it aso was impossible to
wite those products beneath one another. And even
though | carried out the sameoperation repeatedly an
the material from different days, because | suspected
that a shift o the middle drum occurred, the result
was aways negetive. Carrying out the tests took a
great dedl 0 time, and the discontinuation d work on
the Enigma was ddiberated again, when | findly
redlized that the reason for my bad luck might be only
an incorrect assumption regarding the connections d
theinitial drum

A small digression here. | have every reason to
believe the British cryptologists did not manage to
solvethe problem because d the difficulty caused by
the connections 0 theinitia drum. First,in July 1939,
when representativesd Polish, French, and British
cipher bureausattended a meeting in Poland, the first
question put forth by the British eryptologist Alfred
Dillwyn Knox vas: ""What are the connectionsd the
initial drun?  Second, Penelope Fitzgerald, Knox's
niece, in her book, The Krox Brothers(1978), stated
that Knox was furiouswhen heredized how smpleit
Was

Whdt, then, were the connections o the initia
drum? It turned out later that it was possibleto find
them using a deductive appreach, but in December
1932, or perhaps eerly in 1933 | came up with the
settings by guessing: I' assimed that since the keys
were riot- connected With successive contacts,d the
initial drum in the-order of letters on the keyboard,

very Ilkely they were corinécted in alphabetlcal order,




that is, the permutation created by the initial drum
‘was the identity, and it was possible to disregard it -

altogether. Thi S time | was in luck. The hypothesis
‘tuned out to be correct, and the first test gave a
positive result. As if under a magic spdl, numbers
daaing the settings o the drum N began flowing
from My pendl. So that is how the settings of one
drum the right-hand one, at last became known.

- How were the connectionsd the remaining drums
found? Recall that | received a photocopy o daily
‘keysfor a period of two months, September and Oc-
tober 1932. At thistime a change in the order d the
drus on the shaft occurred every quarter. Because
 September and October belong to two different quar-
ters they had different orderings d the druns, with
different dr uns located on the right-hand Side. There-
fare during both quarters| wasableto employ exactly
thesamemethod for findingtheir connections. Finding
the connections o the third drum and, in particular,
the reflecting dr um did not present great difficulties
by then. Likewise, there was no difficulty with the
determination of either the exact rotation d the aides
o the druns relative to each other or the moments
whn a revolution d the left-hand and center drums
occurred.

In principle, the work required for settling these
particularsconsisted d attempts to decipher parts of
Fvad messages from ths period and incorporating
axh corrections in the drum settings so that corn-
pletely error-free segmentswould be obtained. Some
smplification of this work was due to the German
ingructionsfor usi ng the Enigma machine that were
ddivered together with the monthly tables d daily
keys, In the instructions the plaintext of a certain
messegeand itsactual encipherment under aspecified
daily key and message key were provided as an ex-
ample In later editionsof the same instructions, the
examplethat was provided was always fictitious.

Because, as| havealready stated, it turned out that
the connectionsdf theinitial drum could be found by
deduction and not just by guessing, the obvious next
question was whether one could not also solve the set
of equations (Equation 3) and in this way obtain the
connections of the drums by a deductive approach
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not known whether Equation 3 is solvable. Admit-

tedly, another approach to the reconstruction of the
drum connections has been found, in theory at any
rate. But that approach is imperfect and laborious.
Even a superficial description would result in furthér

lengthening of this article, so I will mention only that

it requires the possession of messages from two days

of 1dent1ca.l or very similar connections of 'the drums,_'

M. Rejewski » Polish Eni gna Work

therefore; finding the connections of the drums would .
depend on luck. In addition; it requires so many tests -~
that it isnot clear whether the director o the Cipher
Bureau would have had enough patience to employ
several workersfor a long period without certain at-
tainment o success, or whether he would have once -
more discontinued wor k on the Eni gna

Therefore, the conclusion is that procurement of
intelligencemateria was the decisvefactor in break-
ing the machines secrets. Many y e . later | found
that the source d the material was the already men-
tioned Captain Bertrand.

The Dally Keys

As soon as the connections of the drums became
known, the search began for waysto discover thethird
and find secret of the Eni gna, thedaily keys. Earlier,
a commercid machine was suitably remade m the
technical section d the Cipher Bureau. | was told
(probably at the begi nni ng d January 1933) tolet my
two colleaguesHenryk Zygalski and Jerzy Rézycki in
on the secret S0 they could read cipher materia from
the two months & September and October 1932 by
maki ng use d the daily keysthat were delivered by
Frenchintelligence. |, however, had to remainin iso-
lation util theconclusond the assgnment.

That the conclusion was not at all easy and could
not be easy followsfrom the Germans convictionthat
the cipher, even with the machinein hand, could not
be broken without knowing the daily keys | focused
my attention on thefact that permutation S changed
only sx pairsd letters and thus fourteen letters re-
mained unchanged.

Let usagain examine the parts of Equation 3. We
already know that permutation HIS theidentity,soit
can be omitted. For the time being we will assume
that permutation S d<0 is an identity. If we now
transfer all permutations with the exception of the
unknown permutation Q to the left-hand Slde we
obtam the followmg set of equatlons

-Q

- PNT'P?BP'NP*=@Q

PN"P ‘APNP"

P“N “P"FP“NP“’ Q
T,he connectlons of drum N are mdeed known, how- -
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Totaket hi s into account,it is morecorrect towrite
P*N-'PAPNP™ =@
P:+1N—1P—S-IBP:+INP—:—1 = Q

Px+5 N— 1 P—z—sFP.ﬁ-s NP—:—& = Q

If permutationSactualy weretheidentity, then by
substituting the numbers 1 through 26 in succession
for the variable x and after each substitution eval uat-
ing theleft-handsidedf theaboveset d equations, for
aparticular vdued x wewould obtain thesamevaue
for all expressionsQ and in this way we would find
the setting o drum N. Permutation S does exist,
however, sofor no x will the expressions Q beequal to
each other, but among them there will be a certain
similarityfor aparticularvalued x, since permutation
Sdoes not changedl o theletters. But carrying out
the work described would be too laborious. | searched
for a more practica method. | found it in the form |
called the grid method.

For each o the three drums, the 31 permutations
N, PNP7, PNP3, ..,, PENP® N, PNP, ...,
P*NP™ and the connectionsd the three drums are
entered once and for all on a suitably sized sheet of
paper in the following way:

N kjpzydtiohxcsgubrnwfmveqla
PNP™? ioyxcshngwbrftagmueludpkzj
P:NP™?*  nxwbrgmfvaqeszpludktcojyih
P*NP™  uzpekdtyocqxnjsbiramhwgflv

On another chart with six dits, which | calledt he
grid, the previously determined permutations A
through Fare entered in the following way:

A [ abedefghijklmnopgrstuvwxyz
srwivhnfdolkygjtxbapzecqmu

“

F {abcdefghijklmnopgrstuvwxyz
wxofkduihizevgscyminrglabpj

<

TE RS

Next, the grid is moved dong the paper on which
the dr um connections are written util it hitson a
position Where some similarities show up among the
severd expressions Q. In this position the upper and
lower letters of each permutationA through F ought
to be displaced 20 that il permutationsQ becomethe
same In this way the setting  drum N and the
changes resulting from permutation S are found si-
multaneously. Thisprocess requiresconsiderable corn+
centration since the similarities | mentioned do not
always manifest themselves distinctly and can be very
easily overlooked.

The tak is ill incomplete, for the unknown Q
remains. Recdl that Qisonly an abbreviation (Equa
tion 2) denoting afictitias reflecting drum. At this
point the connections of drums M, L, and R are
already known. The positionsdf drums M and L are
still not known;, only drum R is stationary. Thus, it
would be betterto write

Q = PPMP7P~'LP™RP*L™"~*P’MP~ (4)

where the variablesy and z, anadogousto the afore-
mentioned variable x, can take on all valuesfrom 1to
26. At the time (thebegi nni ng of 1933) theonl y means
| could use to find y and z conmsisted d simply going
through all possible 26° = 676 positionsd the dr uns
M and L every day on the machine until | found their
true podtions. The work was quite tiresome, rather
mechanical, but still not the end.

Onemust recal | mother detail about the construc-
tion o the B gna, which | pointed out earlier while
describing the machine. On the circumferencesd the
enciphering drums L, #, and N movablerings were
engraved with the letters o the alphabet. The way
theserings had to be adjusted each day was delivered
tothe cryptographer a ong with the other components
d the daly keys. Thus the setting d the rings was
still to befound.

From the messages of September and October 1932
that were deciphered in the interim, it was learned
that in principie all messages (of course, not taking
into account succeeding parts of messages consisting -
of two or more parts) began with the letters ANX,
from the word an (Germanfor “to”) and the spacer X.
It was necessty to select an appropriate message
beginning, for instance, with t he letters tuv, andwhile
continually striking key t, both turn the dr uns and
simultaneously notice when lamp A lighted. Then it
was necessary to strike key u and, if by chance lamp
N lighted, also strike key v. If lamp X lighted, there
vas ahigh probability that we had found a good case;
it wasthen necessafy ts adjustthe rings accordingly.
If not, it was necessaryt6 search to the bitter end.”
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